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O manpaB/sieHnu HHPpOPMALTUU

JlemapTaMeHT TOCy/IapCTBEHHON TIOJIUTUKH B cdepe obimero obpa3oBaHUs
MwunoOpHayku Poccum HampamiseT Uil CBefleHHs paspaboTaHHble BpemeHHOM
komuccuet CoBera ®@exepanuy 1O pPa3BUTUI0 HHGOPMAIMOHHOTO 0OIecTBa
METOANYECKHEe pPEKOMEHIAIMNU O pa3MellleHnHd Ha WHOOPMAIMOHHBIX CTeH/IAX,
oDUIMUANBLHBIX  WHTEPHET-calTax W APYIUX  WHQOPMAIMOHHBIX  pecypcax

O6[[!€O6[2&30BaTeJIbHI>IX O[}FaHI/IBa!!HI;JI W _OpPraHOB, OCYIIECTBJAAIOINMNX YIIDABJICHUE B
cglgepe o6pa3013aH1/1;1, HHSI}O[!M&[!I/II/I 0 6e3omacHOM INOBE€JECHHWH W HMCIIOJIb30OBAHHUHN CETHU

'UnuTtepHer”.

Hupekrop [lenapramenTta
A.E.Iletpos
IIpunoxenue

[Ipunoxenue. Metoimueckre peKOMEHIAlIMU O pa3MellleHUN Ha NHGOPMAIIMOHHBIX
CTeH/1aX, 0QUIIMAIbHBIX UHTEPHET-CAUTAaxX U JIPyTUX UH(POPMALIMOHHBIX pecypcax
00111e00pa30BaTETbHBIX OPTraHU3AINN U OPTaHOB, OCYIIECTBIISAIONINX YIIPaBJIeHUE B
cepe obpazoBaHus, HHGOPMAITUH O OE30IIACHOM ITOBEJIEHUH U UCITOJIb30BAHUY CETH
"NuTepHet"

dkcriepramMmu U wieHamMu BpemenHoll komuccuum CoBera Pezepanyiu 1Mo pa3BUTHIO
“HOPMaMOHHOTO 00IIeCTBa B paMKaX BBITIOJIHEHUS PEKOMEH/IAINI MapIaMeHTCKUX
caymaHu# "AKTyasIbHBIE BOIIPOCHI obecrieueHUs1 0€30MacHOCTH W PAa3BUTHUS JIETEH B
“HOpPMaMOHHOM IpocTpaHCcTBe", KoTopble mponut B CoBete @enepanuu 17 anpess
2017 T., ObUTH pa3paboTaHbl MeTOJAWYECKHEe PEKOMEHJIAIUK O pa3MelleHuH Ha
UHGOPMAIIMOHHBIX  CTEHJAX, OQUIIMAIbHBIX  HHTEPHET-CAUTaX W  JPYTHUX
WHOPMAIIMOHHBIX pecypcax o00Imeo0pa3oBaTeIbHBIX OpPraHU3aliid W OPraHOB,
OCYIIIECTBJIAIONINX yIIpaBjeHne B cdepe obpazoBanus, nHopmaruu o 6e301acHOM
MOBEJlEHUH W UCIOJb30BaHUM ceTu 'VHTepHeT  (maysee - MeTOAUYECKUE
PEKOMEH/IAIIHHT ).

MeTtoiyeckrie PeKOMEHIAIMN HAIlpaBJIeHbl HAa KAYECTBEHHOE ITOBBINIEHUE YPOBHS
WHQOPMAIIMOHHOU JAeATEbHOCTH 00Ie00pa3oBaTebHbIX OPTraHU3aIlUil U OPTaHOB,
OCYIIIECTBJIAIONINX YIIpaBieHUe B cdepe obOpa3oBaHUs, B 4YacTU WHGOPMUPOBAHUSA
yUYaIIuXcs, UX poauTesel (3aKOHHBIX MPEJCTABUTEIIEN) U MTeJarorTnUecKuX PaOOTHHKOB
00 OCHOBHBIX acneKkTax HHPOPMAIMOHHON O€30IIaCHOCTH.

MeTroguueckne pPeKOMEHIAIUN TO3BOJIAT 001Ie00pa3oBaTEIbHBIM OpPTraHU3ANUAM U
opraHam, OCYIIECTBJISIOIIIAM yIIpaBjeHue B chepe 00pa3oBaHUA, aKTYaTM3UPOBATH YIKE
HCIIOJIb3yEMbIE U Pa3MellleHHbIe MHPOPMAIlMOHHBIE MaTEPHUAJIbI, TAK W OATOTOBUTH UX
B CJTydae UX OTCYTCTBHS C yYETOM JIYUIIIHUX MPAKTUK M PEKOMEH/JaIHH.

B pamkax MeTogUUeCKUX peKOMeHAAallui pacCMaTPUBAIOTCA CJIeyIoIIe HHCTPYMEHTHI:
1. ”HOPMAITUOHHBIE CTEH/IbI;

2. opuruasbHble UHTEPHET-PECYPCHI;
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3. cpeacTBa MaccoBoU MHGoOpManuu (IITKOJIbHBIE Ta3€ThI, IIeIarOTHYECKe U3/IAaHUA U
AApYTHE).

NHdopmaunoHHble CTeHbI

Ha wHQoOpMamuoOHHBIX CTeHJaXx B  00IeoOpa3oBaTe/IbHBIX  OpraHU3ANUAX,
pAacIoIOKEeHHBIX B dolie yUpekIeHn U B KaOWHeTaX, OCHAIEeHHBIX ITEPCOHATBHBIMU
yCTpoHicTBaMHM JIJIA  BBIXOAAa B ceTh 'HTepHET', pEKOMEHJyeTCsl pPa3MeCTUTh
nHQOpMaIMOHHbIE TAMATKH, COJiep)Kalllie OCHOBHBIE COBETHI II0 00OecIeueHUIo
WHOPMAIIMOHHOU 6€30TIaCHOCTH YUaIIHXCA.

B npuokenuu NQ 1 K METOMYECKUM PEKOMEHIAIUAM IIpeacraBJICH O6p33€u IIaMATKH
AJId pasMelnleHuA Ha I/IH(I)OpMaHI/IOHHI)IX CTeHaax.

CpeacTtBa maccoBon MHGOpMaLnm

B cpexncrtBax MaccoBod uH@OpMAIMM, OpPUEHTUPOBAHHBIX Ha O00y4amoIuxcs,
PEKOMEH/IyeTCsl B TeUEHNE YIEOHOTO To/1a PEry/sAPHO MyOJIMKOBATh NH(MOPMAIMOHHbIE
MaTEePUAJIBI, TIOCBAIIEHHbIE OT/IEJIPHBIM acleKkTaM MHGOPMAIMOHHON 0e301MacHOCTH, a
TaK>Ke pa3/InYHble TaMATKHU O0IIero XxapakTepa.

B cpenctBax wMaccoBou uWHQOpMAaIlWH, OPHEHTUPOBAHHBIX HA I€JarOTHYECKYIO
OOIIIECTBEHHOCTh, PEKOMEH/IyeTCsI B TeUeHHe KaJIEH/IADHOTO Tofia PETYJIAPHO
myOJIMKOBaTh WH(OPMAIMOHHBIE MaTepHaJsIbl, MOCBAIIEHHbIE OTAEJIbHBIM acIeKTaM
nHGOPMAIMOHHOM 6e30macHOCTH KaK HECOBEPIIIEHHOJIETHHX, TaK u
00111e00pa30BaTe/IbHBIX OpPTraHU3aIUi, a TaKKe pas3jIndHble IaMATKH, 0030phI
HOPMaTHBHO-IIPABOBOTO PETYJIMPOBAHUSA JaHHOH cdepbl 1 MHGOPMAIUIO O aKTyaJIbHbBIX
MEPOIIPUATHUSAX U COOBITUSAX B JaHHOH cdepe.

B xoze mpoBeaenus EnmHoro ypoka o 6e3onacHoctd B cetd "VIHTEpHET" peKOMeH /1yeTcs
obecrieunTh BBIMTYCK TEMAaTHUYECKOTO BBIMIYCKA CPeJICTBAa MaccoBOil mH@opmamnuu Jubo
cepuu ImyOJauKaIui, cpeyd KOTOPhIX PACCMOTPETh OPTaHU30BAHHBIE MEPOIIPUATHUS JJIs
o0yJamIuxcsa, WX pojauTesiell (3aKOHHBIX IIpEJICTaBUTENEH) U IeJaroruyecKou
00II1eCTBEHHOCTH.

OdumuymanbHble MHTepHeET-pecypcbl

OO61ie06pa3oBaTeIbHBIM OPTaHU3ANMAM PEKOMEHAYETCS Ha CBOUX O(HUIIMATbHBIX
VHTepHeT-pecypcax  obecrieyuth  (GQYHKIIMOHUPOBAHHE  CAMOCTOATEJIBHOTO U
cHenuaM3upoBaHHOr0 paszena "MHdpopmanwonHas 6e3omacHOCTh', B paMKax
KOTOPOTO IIPEAYCMOTPETDh Pa3MelleHHe ceAyIomel nHpOopMaIuu:

dopmar
N Paznen/monpaznen MpeACTaBICHUS ConeprxaHue MaTepuanoB
MaTepuaioB
Pa3zmematorcs Komuu JOKYMEHTOB
JloxanbHbie K T.€ mCKaHI/I OBaHHBIfIH yBa I/IaH”l’“
1. | HOPMATHBHBIC aKTBHI B oona HZI;YS?HTOB ’ z[.01.< MEHTa P COOTBETCTB Ilc))mnﬁ
Mar
chepe obecneyeHuUs (opmare Y ’ Y
. TpeOOBaHUAM K rnapaMeTpam
uH(OPMAIIMOHHON
CKAaHUPOBAHMSI. Pazmematorcs
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0e30MacHOCTH JOKYMEHTHI, perIaMeHTHPYIOIINE
00yJaromuxcst OpTaHu3aINI0 " paboty c
NIEPCOHAIBHBIMHA  JTAHHBIMH, ILIAHBI
MEpONpUITHIL 1O  OOECIEYEHUIO
uH()OpMaAITMOHHON 0e301acHOCTH
00yYaromuxcs u Apyrue.

[TyOnuKyrOTCsSl aKTyanbHbIE CBEJCHUS
0 (enepanbHBIX M PETHOHATHHBIX
3aKOHAaX, MMCbMaxX OPIraHOB BJIACTH U
apyrue HOPMAaTHUBHO-TIPAaBOBbIC
TOKYMEHTEI, peryIaMeHTUPYIOLIHE
Hopmarusnoe Konuu noxkymeHTOB B | obecrieueHue UH(POPMALMOHHOM
perynupoBaHue dopmate *PDF 0€301acCHOCTH HECOBEPILICHHOJICTHUX.
Honyckaercs BMECTO KOITH
pa3MeraTh TUIIEPCCHUIKA Ha
COOTBETCTBYIOIIIME JIOKYMEHTHl Ha
caiTax OpraHoB TI'OCYIapCTBEHHOU
BJIACTH.

Pa3zmematorcs METOJUYECKUE
Texkct Ha cTpaHuie | PEKOMEHAALMHU u YKa3bIBaeTCs
caiita uHbOpMaIlUI O  MEPOIPHUATHSIX,
MPOEKTaX u MporpamMmmax,
Konuu nokymeHToB B HaIlpaBJICHHBIX Ha MOBBILICHUE
dopmare *PDF UH()OPMALIMOHHON IrpPaMOTHOCTH
MeTarOTHICCKUX PAaOOTHHKOB.

[Tenarornueckum
pabOTHHUKAM

Pazmemaercs nH(popMaloHHas
namsTka (mpuioxkeHue Ne 2) w
Ka3bIBaETCs nHpopmanus 0
Tekct Ha cTpaHuLE Y opman
4. | Obyvarommmcst caiita MEpONPHUATHSIX, IIPOEKTax u
nporpaMmax, HampaBJICHHBIX  Ha
TTOBBIIICHHE nH(pOpMaAITMOHHOM
TPaMOTHOCTH O0yYaroIINXCS.
Ponurensam
5 (3aKOHHBIM Texkcr Ha crpanune | Pazmemaercs nH(popMaloOHHAas
" | npencraBuTensam) camra naMsaTka (mpuiioxkenue Ne 3).
o0ydJaronmxcs
Pazmemaercs uH(popMaIus 0
PEKOMEHTYEMBIX K HCITOJIb30BAHUIO B
Herckue Oe3omacHeie | TekcT Ha CcTpaHUIE
6. yueOHOM  Tpoliecce  0€30MacHBIX

CalThI caira o
caiftax, OaHHEpPHI 0e30MacHbIX

JIETCKHUX CalTOB.

OpraHam, OCyIIeCTBJIAIOIINM yIpaBjieHUe B cdepe oOpa3oBaHUs, PeKOMeHJlyeTcsd Ha
cBoux odunuanbHbix  HTepHeT-pecypcax  obecreuuTh  (PYHKIMOHUPOBAHUE
CaMOCTOATEJIPHOTO W CHEIUaJIN3UPOBAHHOrO  pasfzena  "VMHdopmanuoHHas
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0e30macHOCTL"', B paMKaxX KOTOPOTO IIPEyCMOTPETh pa3MeIlleHrue CIIeAyIoen
nHpopManuu:

[Ipunoxxenue N2 1

[Tpuoxenue 1. [TamsaTka 151 oOydaruxcsa 06 nHGOPMAIUOHHOKU 0€30ITaCHOCTH
nereu
HEJIb341

1. Bcem moaps coobmmaTh cBOK0 YacTHYIO WH@opManuio (Hactosmue uMs, GaMIInio,
TesieOH, aZpec, HOMEP IIIKOJIbI, a TaKKe ¢poTorpaduu CBOU, CBOEH CeMbU U Jpy3ei);

2. OTKpbIBaTh BI0KeHHBIE (PailyIbl 3JIEKTPOHHOU MOYTHI, KOTZ]a He 3Haelllb OTIIPABUTEIA;
3. I'pyOuts, npuanupaThCs, OKa3bIBATh JABJIEHUE - BECTU ce0s1 HEBEKIIMBO U aTPECCUBHO;

4. He pacnopspkaiics geHbraMu TBOel ceMbu 0e3 paspelleHus CTapIIuX - Bcerjaa
CIIpaIIuBail poinTeJIEN;

5. He Bcrpeuaiicss ¢ VHTepHET-3HAKOMBIMU B PEAJIbHOU KU3HHM - IIOCOBETYMCA CO
B3POCJIBIM, KOTOPOMY /I0BEPSEIIb.

OCTOPOXKHO

1. He Bce mumyt npaBay. Yutaemb o cebe HenpaBay B MHTepHETe - cO0OIH 00 3TOM
CBOUMM POJIUTEJISIM WJIH OIIEKyHAM;

2. [TpurnamaroT nepenuchBaThCsl, UTPATh, 0OMEHHUBATHCSA - IIPOBEPH, HET JIU TO/[BOXA;
3. HezakonHoe konupoBanue ¢aiyioB B IHTepHETE - BOPOBCTBO;
4. Becerma pacckaspiBaii B3pOocJIbIM O IpobJieMax B CeTU - OHU Beer/ia IIOMOTYT;

5. Wcnonp3yit HACTpOUWKH 0€30MacHOCTA W IMPUBATHOCTH, YTOOBI HE IOTEPATH CBOU
aKKaYHTBI B COIICETSIX U APYTUX IMOPTaJIaX.

MOYKHO

1. YBakall Ipyrux IoJib30BaTesei;

2. [Tosb3yernbess ITHTEpHET-UCTOYHUKOM - JleJIall CChIIKY Ha HETO;
3. OTKpbIBaM TOJIBKO T€ CCHLIIKU, B KOTOPBIX YBEPEH;

4. Ob6maThes 3a IOMOIIBIO B3POC/IBIM - POAUTENH, ONEKYHbI U aIMUHUCTPAIUSA CAUTOB
BCerza IOMOTYT;

5. ITpoiiau oOyuenue Ha caite "CeTeBUYOK' ¥ OJIYyYH ITACHOPT G POBOTO rpakaaHmHA!
IIpunoxxenue NO 2

[Mpunoxenue 2. MHGOpMaIMOHHAS TaMATKA JIJIA 00YYAIOIIUXCSA JIJIS pa3MelleHus Ha
odHUIIATbHBIX HHTEPHET-Pecypcax

C KaXXIbIM TOZIOM MOJIOZIE’KY B UHTEPHETE CTAHOBUTCS OOJIbIIIE, 8 IIIKOJIbHUKU OJTHU U3
caMbIX aKTUBHBIX MMOJIb30BaTesiel Pynera. Mexxay TemM, TIOMHUMO OTPOMHOTO KOJTUYECTBA
BO3MOJKHOCTEH, WHTEPDHET HECET M IMPOoO0JIeMbl. JTa MaMATKa JO/KHA MOMOYb Tebe
0€e3011aCHO HaXOIUTHCA B CETH.



KoMmnbrorepHbie BUPYyChI

KoMmblOoTepHBII BHpYyC - 5TO Pa3HOBUHOCTh KOMIIBIOTEPHBIX IIPOTPAMM,
OTJIMYUTEILHOU OCODEHHOCTBI0O KOTOPOU fABJISIETCA CHOCOOHOCTh K pPa3MHOXKeHHI0. B
JIOTIOJITHEHUE K 5TOMY, BHUPYChI MOTYT TOBPEAHUTH WJIM IIOJHOCTHIO YHHUUTOXKUTH BCE
daiiyibl M JaHHBIE, ITOJAKOHTPOJIBHBIE TIIOJIB30BATENI0, OT HMMEHH KOTOPOTo ObLia
3amylieHa 3apakeHHas IporpaMMma, a TakiKe IOBPEAUTh HIN Jake YHUUYTOXKUTD
OIIEpAlIIOHHYI0 CHUCTEMY CO BceMHU (aiyamMu B I[eJIOM. B OOJIBIIMHCTBE CJIy4aeB
PacCIpOCTPAHSIOTCS BUPYCHI Uepe3 HHTEPHET.

MeTozbl 3aIIUTHI OT BPEAOHOCHBIX ITPOTPAMM:

1. I/ICI'IO.TII)S}/'ﬁ COBpPEMEHHbBIE OIl€pallMOHHbIE€ CHCTEMbI, UMEIOIIHE CprGSHbeI YPOBEHDb
3allTUThI OT BPEAOHOCHBIX ITPOTPAMM;

2. [MocTossHHO ycTaHaBaWBai madTH (IUQPOBBIE 3aILUIATKH, KOTOPhIE aBTOMATHUYECKH
yCTaHABJIMBAIOTCA C IEJbI0 JOPaOOTKU IPOrpaMMBbI) M JIpyrhe OOHOBJIEHHS CBOEH
omeparuoHHOU cucTeMbl. CKauyuBal UX TOJBKO ¢ OQUIMAIBLHOTO caiiTa pa3paboTymka
OC. Ecsu cyiiecTByeT peskKUM aBTOMAaTHYECKOTO OOHOBJIEHU S, BKJIFOUH €T0;

3. Paboraii Ha cBOeM KOMIIbIOTEpE IO/l IPAaBaMU I10JIb30BaTENIs, a HEe a/IMUHUCTPATOPA.
OTO HE MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX IMPOTPAMM HHCTAJJTUPOBATHCS HA TBOEM
IIepCOHAJIbHOM KOMIIBIOTEPE;

4. Vicniosib3y#i aHTUBUPYCHbBIE IPOTPAMMHbBIE TTPOYKThI U3BECTHBIX TPOU3BOUTENIEH, C
aBTOMAaTHUYEeCKUM OOHOBJIEHHEM 0a3;

5. Orpanuub pU3NIeCKUU JOCTYN K KOMIIBIOTEPY /IJIs1 IOCTOPOHHUX JIUII;

6. Vcionp3yli BHEIITHME HOCUTEIN NHPOPMAIIUH, TaKKe KakK (JIelKa, IUCK Win (aila u3
WHTEPHETA, TOJIbKO 13 IPOBEPEHHBIX UCTOUHUKOB;

7. He oTKpbIBail KOMIBIOTEpHBIE (HAIIBI, MOJyIEeHHbIE U3 HEHAJEKHBIX UCTOUHUKOB.
Haxxe Te daiiyibl, KOTOpbIE MIPUCIAT TBOM 3HAKOMBIN. JIyullle yTOUHU y HEero, OTIIPABJIAI
JIu OH Tebe ux.

Cerun WI-FI

Wi-Fi - 3T0 He BUJT Iepeiavu JAaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIIL OpeH/1, Mapka. Eie
B 1901 TOAy HUJepJaHJCKas KOMHaHHsA 3aperucrpupoBasia Opena "WECA", uro
obo3zHauasio cymoBocoueranue "Wireless Fidelity", xoropslii mepeBoauTcs Kak
"GecTpoBOTHASI TOYHOCTD'.

Jlo Hamiero BpeMeHM /olIa Jipyras abOpeBuaTypa, KOTopas SBJSETCA TaKOU ke
TexHosiorueil. dto abbpesBuarypa "Wi-Fi". Takoe Ha3BaHue OBLJIO JJAaHO C HAMEKOM Ha
CTaHAApPT BbICHIEW 3BYKOBOU TexHWKu Hi-Fi, uTo B mepeBosie 03HauaeT '"BbICOKAs
TOYHOCTD .

Jla, bGecIuiaTHBIM MHTEPHET-AO0CTYN B Kade, OTeIsAX U adPONOPTaX ABJIAETCA OTIUIHOMN
BO3MOKHOCTBHIO BBIXOZla B HWHTepHeT. HO MHOrHMe BJKCHEPThI CUYUTAIOT, UTO
obmenoctymHbie Wi-Fi ceTu He sABIsAIOTCA 6€30IIaCHBIMH.

CoBetbl 10 6€3011aCHOCTH pabOTHI B OOIIEAOCTYITHBIX ceTsaX Wi-fi:

1. He mepemaBaii cBowo ynmuHyio mHoOpManuio uepe3 obmiemoctynHble Wi-Fi cerwm.
PaboTas B HUX, KeJIaTeJIbHO He BBOJIUTH IAPOJIU AOCTYIIA, JIOTUHBI U KaKHe-TO HOMepa;



2. Mcnosnp3yit 1 0OHOBJIAN aHTUBUPYCHbIE IPOrPaMMBbI U OpaH/iMayep. TeM caMbIM ThI
obe3omnacuIb ceds OT 3aKaUYKH BUPYyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnonws3oBanum Wi-Fi orxatoun dynknuio "OOmuit moctyn k daitiaMm u
npuHTtepam". JlamHas GYHKIOUA 3aKphiTa MO YMOJTYAaHHIO, OJHAKO HEKOTOPBIE
II0JIb30BaTEIN aKTUBUPYIOT €€ /1 y/I00CTBa MCIIOIb30BaHUA B paboTe Win yuebe;

4. He ncnonp3yit mybsmmunasiin WI-FI 11 mepeiayu TUIHBIX JaHHBIX, HAIPUMED JIJIA
BBIXO/]A B COIMAJIBHBIE CETU UJIHN B 3JIEKTPOHHYIO IIOUTY;

5. Mcmonp3y# ToIbKO 3ammuineHHoe coequHeHue yepe3 HTTPS, a we HTTP, T.e. ipu
Habope Beb-aapeca BBojiu uMeHHO "https://";

6. B wmobunbHOM Tenedone otrimoun ¢yaknuoo Ilogkaouenue k  Wi-Fi
aBToMmaTuuecku". He flomyckaili aBTOMaTHYECKOTO MOAKIIOUEHHUs YCTPOHCTBA K CETSIM
Wi-Fi 6e3 TBoero corsacus.

ConuasibHbIE CETH

CorasibHbIE CETH aKTUBHO BXOJIST B HAIITy 3KU3Hb, MHOTHE JIIOJTH PAOOTAIOT U JKUBYT TaM
IIOCTOSIHHO, a B Facebook yske 3aperucTrprupoBaH MUJLIHAD]T YEJIOBEK, YTO SIBJISETCS
OJIHOH CeIbMOM BCEX KHUTejied IIaHeThbl. MHOrHue II0J1hb30BaTe M He IMOHUMAIOT, UTO
nHpopManus, pasMellleHHas HUMH B COIMAJBHBIX CETAX, MOXKET ObITh HaljleHa U
HCIOJIb30BaHa KEM YTOTHO, B TOM YHCJIE HEe 00s3aTeIbHO ¢ OJTaruMU HaMePEHUSIMHU.

OCHOBHBIE COBETHI 110 OE30IaCHOCTH B COIINAJIbHBIX CETAX:

1. OrpaHuYyb CHUCOK JIpy3eil. Y Tebs B APYy3bsaX He JOJDKHO OBITh CIyYalHBIX U
HE3HAaKOMBIX JIIOJIEH ;

2. 3amuinayn CBOIO YacTHYIO >ku3Hb. He ykaspiBail maposiu, TesedoHbl, aapeca, JaTy
TBOETO POXJEHUA € [APYIyI0 JWYHYI0 HHOpPMAIUIO. 3JIOYMBIIIJIEHHUKA MOTYT
HCHOJIb30BaTh Ja)ke WHQMOpPMAIUI0 O TOM, KaK Thl U TBOW POJAUTENM IUJIAHUPYETE
MPOBECTU KAHUKYJIBI;

3. 3amuImiai CBOI0 PeIyTaIuio - IEPKU €€ B UUCTOTE U 33/laBail cebe BOIPOC: XOTeJl ObI
TBI, YTOOBI ApyTrHe M0JIb30BaTe N BUEJIN, UTO Thl 3arpyxkaeus? Ilogymaii, mpex/ie uem
YTO-TO OIyOJIMKOBATh, HAIIUCATD U 3aTPy3UTh;

4. Ecoix ThI TOBOPHIIIB C JII0/IBMU, KOTOPBIX HE 3HAEIIb, HE UCII0JIb3YH CBOE peaslbHOEe UM
U IPYTYIO JIUUHYI0 MHOPMAIINHU: UMsI, MECTO KUTEJIHCTBA, MECTO yuebbl U IIpoyYee;

5. M36eraii pasmemenus ¢pororpaduii B IHTEpHETE, T/I€ THI N300pa’keH Ha MECTHOCTH,
110 KOTOPOU MOYKHO OIIPE/IEJIUTh TBOE MECTOIIOJIOKEHUE;

6. ITpu perucrpamuu B COIUAIBHONU CETH HEOOXO0UMMO HCII0Ib30BaTh CJI0KHBIE TTaPOJIH,
cocTosnye U3 OyKB U QP U ¢ KOJIMYECTBOM 3HAKOB He MeHee 8;

7. 11 cOnUaIbHOM CeTH, TTOUTHI U JPYTUX CAUTOB HEOOXOAUMO HCIIOJIH30BaTh Pa3HbIE
naposu. Torga ecsiu Te6sA B3JIOMAIOT, TO 3JI0YMBIIUIEHHUKH IIOJIy4YaT JOCTYI TOJIBKO K
OJIHOMY MECTY, a He BO BCe Cpaay.

dJ/IeKTPOHHBIE J€HbI'!

OJIeKTPOHHBIE JIEHBIH - 5TO OUYE€Hb YAOOHBIN CIOCOO TIaTekel, OJIHAKO CYIIEeCTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTAT IOJIyYUTh 3TU JIE€HBIHU.



JJIEKTPOHHBIE JIEHBI'H MOSBUJIMCH COBCEM HEIABHO W MMEHHO M3-3a 3TOTO BO MHOTHX
rocy/IapcTBax JI0 CUX IIOP He IIPOIMCAaHO MPO HUX B 3aKOHAX.

B Poccun sxe oHU GYHKITMOHUPYIOT U O HUX Y2Ke IIPOIIUCAHO B 3aKOHE, I7Ie UX Pa3/IeISI0T
Ha HECKOJIbKO BH/IOB - aHOHMMHBIE 1 HE aHOHUMHBIE. Pa3HuIa B TOM, YTO aHOHHUMHBIE -
9TO Te, B KOTOPBIX paspelraeTcs IMPOBOJUTH oOlepanuu 0e3 uaAeHTUGUKAIUN
[I0JIb30BaTesA, a B HEAHOHHMHBIX HAEHTU(HUKAIUA II0Jb30BATENsI  SIBJISIETCS
00s13aTe/IbHOM.

Taxoke CJIEAYET pa3jindaThb 3JIEKTPOHHBIE (I)I/IaTHbIe A€HbI't (paBHbI rocyaapCTBE€HHBbIM
BaJ'IIOTaM) U SJIEKTPOHHbIE He(l)I/IaTHbIe A€HbI' (He PaBHBI TOCYJapCTBEHHBIM BaJIIOTaM).

OCHOBHBIE COBETHI 110 Oe30MMacHOM paboTe ¢ 3JIEKTPOHHBIMHY JIEHbraMU:

1. [IpuBszku K cueTy MOOWIbHBIN TejieOH. ITO caMbIil yAOOHBIM U OBICTPBHIN CIIOCOO
BOCCTAaHOBUTH JOCTYH K cueTy. [IpuBsA3aHHbBIN Tejle)OH TOMOXKET, ecyiu 3a0y/ellb CBOM
IUIATEXHBIN TapOJIb UJIH 3ai/ielllb Ha CAaUT C HE3HAKOMOTO YCTPOMCTBA;

2. Vcnionb3yii omHOpa3oBkle maposin. [Tocse nepexoia Ha yCHUIEHHYIO aBTOPU3AIUIO TeOe
y>Ke He OyZieT yrposKaTh OAaCHOCTh KPaykKU WJIU TIepexBaTa IJIaTeXHOTO MapoJis;

3. Beibepu cioxkHBIA maposib. IlpecTymHuUKamM OyZeT He MPOCTO YraJaTh CJIOXKHBIN
napoJsib. Haze:xsple maposu - 9T0 MapoJiv, KOTOpble COZiepKaT He MeHee 8 3HaKOB U
BKJIIOYAIOT B €051 CTPOYHBIE U IPOIKUCHBIE OYKBBI, ITU(PBI X HECKOJIBKO CHMBOJIOB, TAKHE
KaK 3HaK JI0JI1apa, GyHTa, BOCKJINIATEIbHBIN 3HaK U T.11. Hampumep, $tRong!;;

4. He BBOAY CBOM JINUHBIE JJaHHBIE HA CalTaX, KOTOPHIM He JJOBEPSEIIb.
JJIeKTPOHHAaA MoYTa

DJIEKTPOHHAS IOYTA - 3TO TEXHOJIOTHS U IIPEJIOCTaBJIsIEMbIE €10 YCIYTH 0 TIePEChUIKE U
TIOJIYYEHHUIO 3JIEKTPOHHBIX COOOINEHU, KOTOPhIE PACIPENESISIIOTCA B KOMITHIOTEPHOU
cetd. OOBIYHO JJIEKTPOHHBIM ITOYTOBBIN SIIMUK BBITJIAUT CJAEAYIOIIAM 00pa3oM:
UMs_TI0JIb30BATENA@UMs_oMeHa. Tak»ke Kpome mepesiauul MpPoCTOro TEKCTa, UMEeTCs
BO3MOKHOCTbH TI€PEe/IaBaTh (DamIbI.

OcHOBHBIE COBETHI IT0 O€30TaCHOM PaboTe C 3JIEKTPOHHOU MOYTOM

1. Hago BIOpaTh MpaBUJIBHBIA ITOYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBIN BHIOOD
OecryIaTHBIX TIOYTOBBIX CEPBHCOB, OJIHAKO JIyUIlle JIOBEPATHh T€M, KOTO 3HAEINIb W KTO
IepPBbIU B PEUTHHTE;

2. He ykaspIBail B JINYHOU IOUTe JIMUHYI0 WHpopMmanuio. Hampumep, jydine BbIOpaTh
"My3bIKIbHBIN_aHaT@" wim "pok2013" BMecTo "Tema13";

3. Mcrosp3yH IByXaTAITHYI0 aBTOPU3AIHI0. DTO KOT/Ia IOMHMO I1apoJisi HYy>KHO BBOJUTH
KOJI, TpuchLIaeMblil 110 SMS;

4. Bpibepu cII0KHBIN maposib. JIJ1A KaXkKJIOTO TOYTOBOTO SIIUKA JIOJDKEH OBITh CBOM
Ha/Ie’KHBIN, yCTOUYUBBIN K B3JIOMY IIapOJIb;

5. Eciin ecTh BO3MOKHOCTh HaIHCaTh caMOMY CBOU JIMYHBIN BOIIPOC, HCHOHBBYﬁ ITY
BO3MOXHOCTD,



6. Vcrosnb3yil HECKOJIBKO IMOYTOBBIX SANIUKOB. IlepBbIM Aj11 YacTHON MEPEeNuCKU C
azpecaTaMu, KOTOPBIM ThI JIOBEPSEIIb. ITO BJIEKTPOHHBIN ajjpec He HAJ[0 UCIOJIb30BaATh
IIpU perucrpanuu Ha Gpopymax U cauTax;

7. He oTkpbIBall haliyibl U APYTHE BIIOXKEHUS B MHUCHhMAX, Ja’Ke €CJIM OHH IIPUILIN OT
TBOUX Zpy3el. JIydlille yTOUHU y HUX, OTIIPABJISJIN JIU OHU TeOe 9TU (paiibl;

8. [Tocsie okoHUAaHUS PAOOTHI HA IOYTOBOM CEPBUCE ITEPE] 3aKPHITHEM BKJIAJIKHU C CAUTOM
He 3a0yp Ha)KaTh HA "BeiiiT".

Kuo6epOy/LTMHT WJIN BUPTYaJIbHOE U3/1€BAaTEIbCTBO

KubepOy/UITMHT - TIpecjieJIoBaHHE COOOINEHUSMH, COAEPIKAIIUMH OCKOpOJIeHu ],
arpeccuio, 3alyTMBaHUe; XYyJIMTAaHCTBO; COLMAJIbHOE OOUKOTHPOBAHHE C IIOMOIIBIO
Pa3IUYIHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 10 OOPBOE ¢ KNOEPOYJUTHHTOM:

1. He 6pocatiics B 60#. JIyqImuii crioco0: MocoBEeTOBATHCS KaK ce0s1 BECTH U, ECJTU HET TOTO,
K KOMY MOJKHO OOpAaTHUTBhCS, TO BHadajlie YCIIOKOUThCA. ECJIM ThI HayHEIb OTBEYaTh
OCKOPOJIEHUSIMH Ha OCKOPOJIEHHS, TO TOJIBKO ellle OOJIbIIe Pa30KIKelTb KOH(MIIUKT;

2. YrpasJisii cBoel KubepperyTaluen;

3. AHOHHUMHOCTh B CE€TH MHHUMAas. CYIHGCTBYIOT CIIOCOOBI BBIACHUTDH, KTO CTOHT 3a
AHOHHUMHBIM aKKayYHTOM;

4. He cTouT BecTH XyJINTAaHCKUU 00pa3 BUPTYaJIbHOM KU3HU. IHTEepHET (PUKCHUDYET Bce
TBOU JIEUCTBUS U COXPAHAET UX. YIAIUTDh UX OyZleT KpaliHe 3aTpy/IHUTEIHHO;

5. CobJtr0/1al1 CBOIO BUPTYQIbHYIO YECTh CMOJIOAY;

6. Irnopupyii eTUHUUYHBIN HeraTuB. OZTHOPAa30BbIe OCKOPOUTETbHBIE COODIIIEHUS JIyUIIle
urHopupoBaTb. OOBIYHO arpeccus MpeKpallaeTcs Ha Ha4YaJIbHOM! CTaUH;

7. Ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMH COOOIEHUSIMU, B COITUATLHBIX
CETSIX €CTh BO3MOYKHOCTh OJIOKUPOBKHU OTIIPABKH COODIIIEHHUH C ONPe/IeIEHHBIX aJIPECOB;

8. Eciim TBHI cBuzerenb KubepOy/uimHra. TBOWM JeHCTBHA: BBICTYIIHTH IIPOTHUB
npecjiefioBaTess, IOKa3aTb €My, YTO €ero JIeHMCTBUA OIleHUBAIOTCA HETraTUBHO,
MOIEPIKATH JKEPTBY, KOTOPOH HY’KHA IICUXOJOTUYECKAS IIOMOIIb, COOOIUTH B3POCIBIM
0 aKTe arpecCuBHOIO MOBEJIEHNU B CETU.

MoowibHbIN TeJIedOoH

CoBpemenHble cMapTGOHBI U IUIAHIIETHI COZEepKAT B cebe BIIOJIHE B3POCJIBIH
(dyHKIIOHAJI, ¥ TETIEPh OHU MOTYT KOHKYPHUPOBATh CO CTAaIlHOHAPHBIMH KOMITHIOTEPAMHU.
OnHako, CpeCTB 3aIUTHI JJIsI IOI00HBIX YCTPOMCTB IT0Ka OUeHb Masio. TecTupoBaHue 1
MIOMCK ysI3BUMOCTEN B HUX IPOUCXOJIUT He TaK UHTEHCUBHO, Kak 1 1K, To ke camoe
KacaeTcs U MOOWJIbHBIX IPUJIOKEHUH.

CoBpeMeHHbBIE MOOUJIBHBIE Opay3ephl y2Ke MMPaKTUYECKH JIOTHAJIM HACTOJIbHbIE aHAJIOTH,
OJHAKO paciupeHne (pyHKIMOHAIA BeUYeT 3a cOO0U OOJIBIIYIO CIOKHOCTh M MEHBIITYIO
3aIUIIEHHOCTbD.



Jlajileko He Bce IPOM3BOJIUTEHN BBIITyCKAIOT OOHOBJIEHN S, 3aKPHIBAIOIIINE KPUTHUYECKIE
YSA3BUMOCTHU J|JIsl CBOUX YCTPOUCTB.

OCHOBHBIE COBETHI JJIA 6e30ImacHOCTH MOOHJIBHOTO TeJ'Ie(l)OHaI

Hwuuero He siBJIsieTCs IO-HACTOsAIIEMY OecIlaTHBIM. Bysib OCcTOpOsKeH, Beb Korja Ttebe
TpejiaraloT OecIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO ILJIaTHHIE
yciIyruy;

Jlymaii, npeskae yeM otrpaBuTh SMS, doTto mim Bueo. Thl TOUHO 3HAEITD, T/Ie OHU OYy/TyT
B KOHEYHOM UTOTE?

Heo06xo1muMo 0OHOBJIATH OMEPAIMOHHYIO0 CUCTEMY TBOETO CMapT(HOHA;
Hcnosp3yit aHTUBUPYCHBIE TPOTPAMMBI JJ1s1 MOOUJIbHBIX Tej1e(OHOB;

He 3arpy>1<a1‘71 IIPpUJIOXKEHUA OT HEHM3BECTHOTO MCTOYHHKA, B€b OHU MOTYT COAEPXKAaTb
BpE€AOHOCHOE IIpOrpaMMHO€E O6€CH€LI€HI/I€;

[Tocsie Toro Kak Thl BBIUJENIb C CakTa, IZle BBOAWI JUYHYI0O MH(OpMAaIUio, 3ali/i1 B
HaCTpOUKHM Opaysepa M yjaiu cookies;

[Tepuonyecku nmpoBepsii, Kakue IJIaTHbIE YCJIYTU aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBOM1 HOMep MOOHUJIBHOTO TejiepOHA TOJIHKO JIFOAM, KOTOPBIX Thl 3HAEIh U KOMY
JOBEPSIEIIIb;

Bluetooth qomxeH OBITH BBIK/IIOUEH, KOT/Ia ThI UM He oJIb3yellbesi. He 3a0bIBail mHOTIA
MIPOBEPSATH 3TO.

Online urps1

CoBpeMeHHblE OHJIAUH-UTPBI - 5TO KpAacCOYHBbIE, 3aXBaThIBAIOIUE pa3BJeYeHUs,
00'beUHSIONINE COTHU THICSY YEJIOBEK IO BceMy MUpY. VIrpOKU HCCIIEAYIOT TaHHBIA UM
MHD, OOIIAIOTCA APYT C JIPYTOM, BBITIOJHSIOT 33J]JaHUsA, CPAKAIOTCA C MOHCTPAMU U
MOJIyJalOT OMNBIT. 3a YJOBOJILCTBUE OHU IUIATAT: IOKYHAKT JUCK, OIUIaYUBAIOT
a0OHEMEHT WU MTPUOOPETA0T KAKUe-TO O H.

Bce sTu cpejcTBa HAYT Ha MOJJepKaHUE U pa3BUTHE WUIPHI, a TakKKe Ha caMy
0e30IacHOCTh: COBEPIIEHCTBYIOTCS CUCTEMbBI aBTOPHU3AIHH, BBIITYCKAIOTCS HOBBIE TTATUYH
(rmudpoBbIe 3a1IaTKU AJ1 IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOZIO6HI)IX Uurpax CTOUT oracaTbCAd H€ CTOJIBKO CBOHX COIIEPHHKOB, CKOJIbBKO KpaKu
TBOETIO I1ap0Jid, Ha KOTOPOM OCHOBaHa CHCT€Ma aBTOpHU3alluu OOJIBIIMHCTBA urp.

OCHOBHBI€E COBETHI 110 6HE30IIACHOCTH TBOETO UTPOBOTO AKKAYHTA:

1. Ecstu ipyroii urpok BezieT cebs1 II0X0 WU cO3/aeT Tebe HeMPUATHOCTH, 3a0JI0KUPYU
€ro B CIIMCKe UTPOKOB;

2. Tloxkasyiica aAMUHUCTpATOpaM UrpPbl Ha IJIOXO€ IIOBEJIEHUE 5TOr0 UTPOKa,
’KeJIaTeJIbHO MIPUIOKUTD KaKHe-TO JI0Ka3aTeIbCTBA B BUJIE CKPUHOB;

3. He ykaspiBaii 1nuHy0 nHGOpMaIyio B mpodaiisie urpsol;

4. YBaxKaul IpyTux y4aCTHUKOB 110 UTPE;



5. He ycranaBiinBai HeoduIiuaabHbIe TATYU U MOJIBI;
6. Mlcnoib3yH CJIOJKHBIE U pa3HbIE ITAPOJIH;

7. ,Z[axce BO BpEMA HUI'DbI HE CTOUT OTKJ/JIIOYATb aHTHUBHUPYC. Iloka TBI urpae€nib, TBOU
KOMIIBIOTEP MOT'YT 3aPa3HTh.

PUINKUHT WIH Kpaxa IMIYHbIX JaHHBbIX

OOBIYHOU Kpasked JeHer W JOKYMEHTOB CETrOAHsI YK€ HHUKOTO He YAUBHUIINb, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTUH 3JI0YMBINLIEHHUKHA II€PEMECTHINCh B UHTEPHET, U
MIPOJIOJKAIOT 3aHUMAThHCS "JTIOOMMBIM' IEJIOM.

Tak mosiBUIach HOBasi yrpo3a: UHTEPHET-MOIIIEHHUYECTBA WU (DUIIIMHT, TJIaBHAS I€JTh
KOTOPOTO COCTOUT B IOJIyYeHU U KOHPUAEHITNATBHBIX TAHHBIX [T0JIb30BATENIEH - IOTHHOB
u maposiei. Ha anriniickom s3bike phishing untaercs kak ¢ummuar (ot fishing - prioHas
JIOBJIAA, password - mapoJib).

OcHOBHBIE COBETHI 10 OOPBOE ¢ GUIIITHTOM:

1. Cirenu 3a CBOMM akKKayHTOM. Eciaud ThI TOIO3peEBaellb, YTO TBOS aHKeTa ObLIA
B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKMPOBATh €€ U COODIIUTh aIMIHUCTPATOPAM pecypca
006 5TOM KaK MOKHO CKOPEE;

2. Mcnosb3yii 6e301acHbie BeO-CatThl, B TOM UHCJIe, THTEPHET-Mara3uHOB U ITOUCKOBBIX
CHUCTEM;

3. Mcnosnp3yii cokHble U pa3Hble naposu. TakuM obpasoM, ecyiu Tebs B3JI0MAIOT, TO
3JI0YMBIIIJIEHHUKY IIOJIy4YaT JIOCTYII TOJIBKO K OTHOMY TBOeMY IPO(UIIIO B CETH, a HE KO
BCEM;

4. Ecyint Tebs1 B3710MAIH, TO HEOOXOAUMO IPEAYIIPEAUTD BCEX CBOUX 3HAKOMBIX, KOTOPBIE
nobaByieHbl y TeOS B IPY3bAX, O TOM, UTO T€OS B3JIOMAJIA U, BO3MOXKHO, OT TBOETO UMEHU
OyzieT pacchLIaThCs CIIaM U CChUJIKU HA (DUIITMHTOBBIE CAUTHI;

5. YcraHoBH HajiexkHbIN 11aposib (PIN) Ha MOOMIbHBIHN TenedOoH;
6. OTKJIIOUU cOXpaHEeHHUe MapoJis B Opays3epe;

7. He oTkpbiBall (pailyibl U APyrye BJIOKEHUSA B MUCHhMAX, JaKe €CJIM OHU MPUILLIN OT
TBOUX JIpy3el. JIydlle yTOUHU Y HUX, OTIIPABJISIN JIU OHU Tebe 3TH (haiiybl.

HudposBasa penmyranusa

[MudpoBas pemnyTainus - 3T0 HeTaTUBHAsA WIN IO3UTHUBHAA UHGOpPMAIUs B ceTU O Tele.
Komnpomerupymomasa uadopmanus, pa3MellleHHass B UHTEPHETE, MOXET Cepbe3HbIM
00pa3oM OTpas3uThCsA HA TBOEU peasbHOU ku3HU. "lludpoBas pemyrarnus’ - 3TO TBOU
UMUK, KOTOPBIU (popMupyeTcs 3 nHGopManuu o Tede B MHTEPHETE.

TBoe mecTo KUTEJIbCTBA, y‘{66bl, TBOE (I)I/IHaHCOBOG IIOJIOZKEHHeE, 0COOEHHOCTHU XapakTepa
U paCCKa3bl O OJIN3KUX - BCE 9TO HAKAILJINBAETCA B CETH.

MHoOrue IoAPOCTKHU JIETKOMBICJIEHHO OTHOCATCSA K IIyOIUKAIUHU JTHYHOH HHGOPMAIUHU B
HHTepHEeTe, HE TOHUMAas BO3MOXKHBIX IOC/IeACTBUM. ThI aske He CMOKEID JI0TaaThCst
0 ToM, uTo poTorpadusi, pa3MelleHHas 5 JeT Ha3aJl, cTajla IPUYHUHONM OTKa3a IPUHATH
Tebs1 Ha paboTy.



KomMmeHnTapuu, pasmeleHue TBoux ¢ortorpaduil u Apyrue JeHCTBHS MOTYT He
HCUYE3HYTh Jla’Ke I0CjIe TOTO, KaK Thl UX yJaIuilib. Thl He 3HAENIb, KTO COXPAHWJI 3TY
nHdOpMaIuio, rormasa Ju OHa B IONCKOBbIE CUCTEMBI M COXPAHUJIACH JI OHA, a TJIaBHOE:
YTO IMOAYMAIOT O Tebe OKPY:KamIlue JIIOAU, KOTOpble HAaWAyT U YBUAAT 3To. HaWTm
WHOOpMAINI0 MHOTO JIET CILyCTS CMOKET JII000H - Kak U3 T00PBIX IMTOOYKAEHUN, TaK U C
HaMepeHUeM MPUYUHUTH BPe. ITO MOKET OBITh KTO YTO/HO.

OCHOBHBI€E COBETHI 110 3alUTE U(PPOBOY PEIyTAIUH:

1. ITogymaii, mpesk/ie 4eM 4YTO-TO IIyOJIMKOBAaTh M Ilepe/laBaTh y cebs B OJiore wid B
COIIMAJIBHOM CETH;

2. B HacTpoiikax npoduisa yCTaHOBU OTPAaHUYEHNS Ha IIPOCMOTP TBOEro MPOGUIIA U €ro
COZIEP?KMMOTO, c/ieJIall €ro TOJIBKO "I Ipy3ei';

3. He pa3memaii 1 He ykasbrBail nHGOPMAINIO, KOTOPas MOKET KOT0-JT100 OCKOPOJISAThH
WJIA OOM2KAaTh.

ABTOpCKOE IPaBO

CoBpeMeHHbIE IIIKOJBHUKHA - AKTUBHBIE ITOJIH30BATEH NHUMPOBOrO IPOCTPAHCTBA.
OJTHaKO JTAJIEKO HE BCe 3HAIOT, UTO MOJIb30BaHUE MHOTUMHU BO3MOXKHOCTSIMHU IU(PPOBOTO
Mupa TpebyeT cobJIIoieHN ITPAaB Ha UHTEJJIEKTYAJIHHYI0 COOCTBEHHOCTD.

TepMuH "WHTe/IEKTyabHAasE COOCTBEHHOCTh' OTHOCHUTCSA K Pa3JIMIHBIM TBOPEHHUAM
YeJIOBEUECKOTO yYMa, HAayMHAs C HOBBIX M300peTeHHuU U 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTh HA TPOAYKTBHl U YCJIYTH, U 3aKaHYMBasA KHUTaMU, ¢oTtorpadusamu,
KUHODUIBMAaMU U MY3bIKaJIbHBIMU IPOU3BEIEHUAMU.

ABTOpCKUE IIpaBa - 3TO IIpaBa Ha MHTEJUIEKTYAJIbHYI0 COOCTBEHHOCTh Ha ITPOU3BEIEHUS
HAyKH, JIUTEPATypbl U UCKyCCTBA. ABTOpPCKIUeE IIpaBa BBICTYNAIOT B KauecTBe rapaHTUH
TOTO, UYTO NHTEJJIEKTYaIbHBIN/TBOPUECKUH TPy aBTOpa He Oy/ieT HallpACHBIM, /1aCT €My
CIIpaBe/JIUBblE BO3MOKHOCTU 3apaboTaTh Ha pe3yJsbTaTaX CBOETO TPYZAQ, IOJIYUYUTHh
M3BECTHOCTH U Ipu3HaHue. HukTo 6e3 paspelnieHus aBTopa He MOKET BOCITPOMU3BOUTH
ero TMpOU3BeJieHHe, PaCIpPOCTPAHATh, IYOJUYHO JEeMOHCTPUPOBATh, IIPOJIABaTh,
HMIIOPTHUPOBATh, IyCKaTh B MPOKAT, IyOJIUYHO HCIIOJIHATH, IOKA3bIBATh/UCIOJIHATh B
adupe wium pazmemath B IHTEpHETE.

Vcnoib30BaHue "TUPATCKOTO" TPOTPAMMHOTO 0O€ecrieueHNsI MOKeT IIPUBECTH K MHOTUM
pHCKaM: OT OTEPH JAHHBIX K TBOUM aKKAyHTaM /10 OJIOKUPOBKHU TBOETO YCTPOUCTBA, T/
yCTQHOBJIEHA HeJleraJbHas mporpamma. He crout Takike 3a0bIBaTh, UTO CYIIECTBYIOT
JierasibHbIE U OeCIIaTHBIE TPOTPAMMBI, KOTOPBbIE MOXKHO HAUTH B CETH.

O nmopraJje

CeteBUYOK.p - TBON TIJIaBHBIM COBETYUK B CeTU. 37ecCh Thl MOXKeIIb Y3HATh O
0e30MacHOCTH B CeTH IOHATHBIM U JIOCTYIIHBIM S3BIKOM, a NHPHU BO3HUKHOBEHUU
KPUTHUYECKON CUTYalluu OOPAaTUTHCA 32 COBETOM. A TaKKe IPUHATH yUacTUe B KOHKypcax
U CTaTh CaMbIM ITU(PPOBBIM I'PAKIAHUHOM !

IIpunoxenue N 3

[Tpunoxenue 3. I[lamaTka 71 poguresneit 06 nHGOPMAMOHHON 6€301aCHOCTH AeTel
Omnpenenenne TepMuHa "mHOpMAIMOHHAA 0€30MacHOCTh JeTell” COAEPKUTCA B

®enepanpHoM 3akoHe NO 436-®3 "O 3ammTe serert 0T nHGOPMAINK, TPUIUHSAIONIEN
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Bp€Jl UX 3/I0POBBI0 U PA3BUTHIO", PETYIUPYIOIIUM OTHOIIEHUS, CBA3aHHbIE C 3AIIUTON
nieTelt OT HHGOPMAITUH, IPUUUHSIIONEH Bpe UX 370POBbI0 U (1in) pa3BuUTHIO. COrIacHO
JlaHHOMY 3aKoHy 'uH(oOpMalnuoHHass 0e30IIacHOCTh JieTell" - 5TO COCTOSHUE
BAIUINEHHOCTH, IPHU KOTOPOM OTCYTCTBYET PHCK, CBSI3aHHBIH C IPUYMHEHUEM
nHdopManuen Bpesia ux 3710pOBbI0 U (in) GU3UIecKOMy, ICUXHIECKOMY, TYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTHIO.

B cuny ®enepanpHoro 3akoHa NO 436-®3 wunHboOpmamuel, IPUUUHAIOMIEN Bpes
37I0POBBIO U (WJIM) PA3BUTHIO JIETEH, SIBJISETCH:

1. mHpopMaIUsl, 3allpelleHHas A1 PACIIPOCTPAHEHUS CPEIU IETEN;

2. nHopManus, pacIpocTpaHEHHE KOTOPOU OTPAaHUYEHO CPEIU JeTed OIpe/ieJIEeHHbBIX
BO3PACTHBIX KATETOPHUH.

3. Kuadopmanuu, 3anpemieHHON [J1s1 pacCIPOCTPaHEeHUs Cpeau JeTel, OTHOCUTCA:

4. napopManus, MoOyKaatomas JAeTell K COBEPIIEHHUIO JEHCTBUH, IPEICTaBIIAIONIX
yIpo3y WX JKU3HU W (WIH) 3/I0pPOBBIO, B T.4. IPUYUHEHHUIO BpeJla CBOEMY 370POBBIO,
caMOyOUICTBY;

5. CIIOCOOHOCTH BBI3BAThH Y JIETEH >KeJaHUe YHOTPeOUTh HAPKOTHYECKHUE CPEeJICTBA,
TICUXOTPOITHBIE U (MJTH) OfypMaHUBAIOIIME BEIIECTBA, TAOAUHbIE U3/EJIHs, AJTIKOTOJIbHYIO
Y CIIUPTOCO/IEPIKAIIYI0 MMPOYKIIHIO, TUBO U HAITUTKU, U3TOTABJINBAaEMbIe HA €T0 OCHOBE;
MPUHATH yYacTHe B a3apTHBIX HIPAX, 3aHUMATHCS MPOCTUTYIIHEH, OPOASIKHUIECTBOM
WJIH TIOTIPOIIIafHUYECTBOM;

6. 000CHOBBIBAIOIIAs MJIH OTIPaB/IbIBAOIIIAS IOIYCTUMOCTb HACHIIUA U (MJTH) JKECTOKOCTH
b0 mOOYK/AIoIas OCYIIECTBIATh HACUJIbCTBEHHBIE JIEMCTBHUA II0 OTHOIIEHUIO K
JIIOAAM U KUBOTHBIM;

7. OTPHUIIAIONIAs CeMEeHHbIE IEHHOCTH U (QOPMHUPYIOIIas HeyBaKEHUE K POJUTEISAM U
(wm) Apyrum 4ieHaM CEMbH;

8. ompas/pIBaIoOIast MIPOTUBOIIPABHOE ITIOBE/IEHHE;
9. cozieprKallasi HelleH3ypHYIo OpaHb;
10. cofiepkaras "HGOPMAIHIO TOPHOTPAdUUIECKOT0 XapaKTepa.

K undopmaruu, pacnpocTpaHeHre KOTOPOU OTPAHUYEHO CPE/IU JIETEH OIPeIeIEHHOTO
BO3pacTa, OTHOCUTCA:

1. nuHdopMaIus, mpecTapiasemMas B BUAe U300pa’KeHUS WJIN OMUCAHUA JKECTOKOCTH,
¢usnueckoro u (WIM) TCUXUYECKOTO HACWIWS, TMPECTYyIUIEHUS WJIH WHOTO
aHTHOOIIECTBEHHOTO JIeWCTBUS;

2. BBI3BIBAIONIAA y JIETEH CTpax, y:Kac WM MMAHUKY, B T.4. IIPEJICTaBJIsIeMas B BHJE
U300pa’kKeHUsl WJIM OIMCAaHUs B YHIDKAIOIIENW 4YeJI0BEUECKOe JOCTOHMHCTBO (opMme
HEHACHJIbCTBEHHOU CMePTH, 3a00JIeBaHUSA, CAMOYOHICTBA, HECYACTHOTO CJIy4asi, aBapuU
WU KaTacTpodbl U (MJTH) UX ITOCIIE/ICTBUH;

3. TIpeJicTaBysieMasi B BUJie N300paKeHUs WU OMHCAHUS MOJIOBBIX OTHOIIEHUU MEXKIY
MY?KUMHOU U JKEHII[UHON;

4. comeprkainas OpaHHbIE CJIOBA U BBIPAXKEHUsI, HE OTHOCAIIHECS K HEIleH3ypHOU OpaHu.
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C yuetrom sTOorO Bam mpeasararorcs mpaBusia paboThl B ceTu VIHTEPHET A1 Pa3IMYHBIX
BO3PACTHBIX KaTeropui, cobJtiozieHre KOTOPBIX MO3BOJIUT obecreunTh
nHGOPMAIIMOHHYI0 6€30ITaCHOCTD BAIIIHX JIETEM.

OO01mue nmpaBwia /ISl poauTesie

1. HesaBumcumo oT Bo3pacra pebeHKa WHCIOJB3YUTE HPOTPAMMHOE OOecCIIeueHue,
rmoMorasoiiee (GpUIbTPOBAaTh W KOHTPOJIMPOBATh MHMOPMAIHWIO, HO He II0JIaralTech
ITOJTHOCTBIO Ha Hero. Baiiie BHUMaHUe K peOeHKY - TJIaBHBIH METO/T 3allIUTHI.

2. Ecytu Baimn pebeHOK MMeeT akKKayHT Ha OJTHOM U3 COIUaIbHBIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.m1.), BHUMATeJbHO HU3y4HUTE, KAKYyID HWH(GOPMAIUIO
IIOMEIIAIOT €T0 YYaCTHUKU B CBOUX MpodWIAx u bsiorax, BKaouasa pororpaduu 1 BUJIEO.

3. IIpoBepbTe, ¢ KaKMMU JPYTUMH CAaWTaMH CBS3aH COIIUAJIbHBIA cepBUC Barrero
pebenka. Ctpannuku Barmero pebeHka MoryT ObITh O€30I1aCHBIMU, HO MOTYT U COJIEP:KaTh
CCBUIKHM Ha He’KeJlaTeJIbHble M OIacHbIe CAaWThl (HalpuMep, MOPHOCAUT, WU CAUT, HA
KOTOPOM JpPyT YIIOMHHAeT HOMep cOoToBOro TesieoHa Bamrero pebenka wiu Barm
JIOMAIITHUH afipec).

4. I[ToompsiiTe Bamux gereii coobmars 060 BceM CTPaHHOM WJIM OTTAJIKUBAIOIIEM U HE
CJTUIIIKOM OCTPO pearupyuTe, KOT/Ia OHU 3TO JIeJIaloT (13-3a OMaceHus MOTEPAThH JIOCTYII
K VHTepHeTy JeTH He TOBOPSAT POJHUTENSIM O HpobyieMax, a TakKe MOTYT HadaTb
HCIOJIb30BaTh VIHTEpHET BHE I0MA U IIIKOJIBI).

5. BynpTe B Kypce ceTeBoM ku3HU Bamero pebenka. lHTEpecyiTeCch, KTO UX APY3bs B
VHTEpHET TaK Ke, KaK HHTEPECYeTECh PETbHBIMU JAPY3bIMH.

Bospacr ot 7 10 8 Jer

B NnaTepHETE pebEeHOK cTapaeTcs MOCETUTh T€ WU WHBIE CAUTHI, 2 BOSMOXKHO U YaThl,
paspelieHue Ha IOCellleHWe KOTOPbIX OH He MoJydusl Obl OT popurtenei. ITosatomy
poauTesisiM OCOOEHHO TOJIE3HBI OyJlyT Te OT4YeThl, KOTOpbIE€ IIPEOCTABJIAIOTCS
IporpaMMaMyd II0 OTPaHUYEHUI0 HCHOob30BaHUA UHTepHera, T.e. Popgutenbckuit
KOHTPOJIb WJIN TO, YTO BBl CMOXKETE YBUJIETh BO BpeMeHHbIX (pailiax. B pesysabrare, y
pebeHka He OyZeT OIIYIIEHUs, YTO 3a HUM BeJIETCHA MOCTOSHHBIA KOHTPOJIb, OHAKO,
poauTenn OyAyT HO-IIPEXKHEMY 3HATh, KaKUMe CAWUTHI MOceliaeT ux pebeHOk. [letu B
JAHHOM BO3pacTe 00JIaZal0T CUJIbHBIM UYYyBCTBOM CEMbH, OHH JIOBEPUHUBHI U HE
COMHeBalTcs B aBToputerax. OHU JII00AT UTPATh B CETEBBIE UTPHI U ITyTENIECTBOBATH I10
HHTepHETy, HCHOB3ysA 5SJEKTPOHHYIO IIOUTY, 3aXOAUTh Ha CAWThl W 4YaTbl, He
peKOMeH/I0BaHHbIE POJUTESAMH.

Cosertbl 110 Oe30macHOCTH B ceTu VIHTEepHeT 1714 AeTel 7-8 et

1. Co3paliTe CIIUCOK JIOMAIITHUX IIpaBUJI IocelieHus: IHTepHeTa IpU y4acTUU JieTel U
TpeOyiiTe ero BHIITOTHEHHS.

2. Tpebyiite or Bamrero pebeHka coOJII0/IEHUSA BPEMEHHBIX HOPM HaXOXKIEHUS 3a
koMmboTEpOM. IToKaxkuTe pebeHKy, uTo Bbl HaOJII0/1aeTe 32 HUM He IOTOMY UTO Bam 3T0
XOUYeTcs, a IMMOTOMY 4YTO BbI OeCIioKOHUTeCh O ero 0e30ITaCHOCTH U BCET/ia TOTOBBI €My
IIOMOYb.

3. Komnerorep ¢ nosikioueHueM K VIHTEPHETY /TOJI?KEH HaXOAUThCS B OOl KOMHATe
1O/, IPUCMOTPOM POJUTETEN.



4. HCHOHBSYﬁTe Cliequa/ibHbI€ AETCKHE IIOMCKOBbIE MAIIITHBI.

5. HCHOHBBYﬁTe CpeacCTBa 6J'IOKI/IpOBaHI/IH HEeXeJ1aTeJIbHOI'O KOHTEHTAa KaK JOIIOJTHEHHE K
CTaHAAPTHOMY PO,HI/ITeJIbCKOMy KOHTPOJIIO.

6. CozmaiiTe ceMeHHBIH 3JI€KTPOHHBIA SIIHK, YTOOBI HE IO3BOJIUTH JETSIM HMETH
coOCTBEHHEBIE ajipeca.

7. B.TIOKI/IPYI;,ITG AOCTYII K calitaM ¢ OecIJIaTHBIMU ITOYTOBBIMU AMWKaMH ¢ IIOMOIIIbIO
COOTBETCTBYIOIIETO ITPOTPAMMHOTO obecrieyeHus.

8. Ilpuyuure pgereld coBeTOBAaThCA ¢ Bamu mepes OmMyOJMKOBaHUEM KaKOUM-JTHOO
nHOpMaMU CpefCTBAMU 3JIEKTPOHHOUW IIOYTHI, YaTOB, PETrHCTPAIIMOHHBIX (HOPM H
npoduien.

9. Hayuure niereii He 3arpy:aTb ¢aiyipl, IpOrpaMMBbl WU My3bIKY 6€3 BaIllero coriacus.
10. He paspemaiiTe AeTAM UCIIOIB30BATH CIIy:KObI MTHOBEHHOTO 0OMEeHa COOOIIEeHUSMH.

11. B "GespIil" crircok caliToOB, pa3pelleHHbIX JJ1 IOCEIIeHNs, BHOCUTE TOJIBKO CAUTHI C
XOpOlllel pelnyTanuen.

12. He 3a0pIBaliTe OeceZioBaTh C IeTbMU 00 UX JIpy3bsaxX B VIHTepHETe, Kak eciu Obl peub
1IJIa O JIPY3bsAX B peasIbHOU KU3HU.

13. He gesatite "taby" u3 BOIIPOCOB ITOJIOBOH »KU3HH, TaK KaK B VIHTEpHETE IETH MOTYT
JIETKO HAaTKHYThCSA Ha TOPHOTPadUIo UM CAUTHI "1 B3POCIIBIX .

14. Ilpuyuurte Bamero pebeHka cooO0IaTh BaM O JIOOBIX YIpo3ax WU TPEBOrax,
cBsA3aHHBIX ¢ IHTepHeTOM. OCTaBalTECh CIIOKOMHBIMY U HAITOMHUTE JIETSAM, YTO OHU B
0e30IaCHOCTH, €CJIM CaMM paccKa3ajd BaM O CBOUX TpeBoraxX. I[loxBasiuTe ux H
TIOCOBETYITE IOJIOUTH €llle Pa3 B MO00HBIX CIyUasiX.

Boapacr gerei oT 9 10 12 JIeT

B nanHOM BO3pacTe JeTH, KaK MPaBUJIO, y:Ke HAC/BIIIAHBI O TOM, Kakas uH¢pOpManus
cymectByer B VHTepHeTe. CoBeplIEHHO HOPMA&JIBHO, YTO OHHU XOTAT 3TO YBUJETH,
MpoyecTh, ycJablmaTh. IIpy 5TOM HyKHO IOMHHUTB, UTO JOCTYyH K HeKeJaTeJIbHbIM
MaTepuajiaM MOKHO JIerKO 3a0JI0KMpOBaTh HpPU IOMOIIM CpPeAcTB PoauTesnbckoro
KOHTPOJIA.

CoBeTnlI 110 6€30IaCHOCTH JIJIsI IETEH OT 9 JI0 12 JIeT

1. Co3paiiTe COMCOK JIOMAaIIHUX MPaBWJI IocellleHUsA VHTepHET IpU yYacTUU JeTel U
TpeOyHTe ero BHITIOJTHEHUS.

2. TpebyiiTe oT Barero pebeHka co0110/IeHIS HOPM HaX0K/I€HUS 32 KOMIIBIOTEPOM.

3. Habirogaiite 3a pebeHKOM mpu paboTe 3a KOMIBIOTEPOM, MOKAKUTE €My, UTO BbI
0OeCcIIOKOUTECH O €T0 OE30TIACHOCTH U BCET]a TOTOBHI OKA3aTh €My ITIOMOIIIb.

4. KommnbioTep ¢ nogkiatoueHrneM B IHTepHET 10/1KeH HaXOIUThCA B 0011Iel KOMHATe o7,
MIPUCMOTPOM POJUTEJIEN.

5. Mcniosnb3yiiTe cpezicTBa OJIOKMPOBAHUS HEXKeJIaTeJIbHOT'O KOHTEHTA KaK JIOTIOJIHEHUE K
cTaHapTHOMY PosiuTesibCkoMy KOHTPOJIIO.



6. He 3a0pIBaliTe NpUHUMATD HEMIOCPEACTBEHHOE yUaCTHeE B XKU3HU pebeHKa, beceZl0BaTh
¢ eTbMU 00 UX Apy3bsax B IHTepHeTe.

7. HactauBaiiTe, 4TOOBI /IeTH HUKOT/A HE COTJIANIAINCH HA JIMYHbBIE BCTPEUH C IPY3bAMU
o urepuery.

8. IlosBosisiiiTe AETAM 3axOJUTh TOJBKO Ha CAWUTHI W3 '0OEJIOr0" CIHCKA, KOTOPBIN
CO3aliTe BMECTE C HUMU.

9. Ilpuyuurte jereli HHUKOrJa HeE BBIAABaTh JIMUHYI0 HHMOPMAIIHIO CPEACTBAMH
9JIEKTPOHHOW IIOYTHI, YaTOB, CHCTEM MTIHOBEHHOTO OOMEHa COOOIIEeHUSIMHU,
pETUCTPAaIMOHHBIX (OPM, JUUYHBIX NPOPUIEH W IPU PETHUCTPAIMH HA KOHKYPCHI B
WNuTepHere.

10. [Ipuyuure sieTeil He 3arpy:KaTh nporpamMMbl 0e3 Bamiero pasperenus. O0bACHUTE
UM, YTO OHH MOTYT CJIy4alHO B3arpy3uTh BHUPYChl WJIM JPYroe HeKesaaTeIbHOe
IporpaMMHOe obecIieueHue.

11. Cospmarite Bamemy pebOeHKY OTpaHHUYEHHYI0 YYETHYIO 3alluCh I PabOThl Ha
KOMIIBIOTEDE.

12. Ilpuyumurte Barmero pebGeHka cooO0IaTh BaM O JOOBIX Yrpo3ax WU TPEBOTax,
cBaA3aHHBIX ¢ MHTepHeTOM. HamoMmHuTe AeTAM, YTO OHU B 06E€30MACHOCTH, €CIU CaMH
pacckasaiy BaM O CBOUX TPeBOTax U OllaceHUsIX.

13. Pacckaxure sietsim o nopHorpagum B UHTepHeTe.

14. HacrauBaiiTe Ha TOM, YTOOBI IETU TPEAOCTABIISAIN BaM JIOCTYII K CBOEM 3JIEKTPOHHOU
I0YTe, YTOOBI BB yOEUINCH, UTO OHU He OOIIAIOTCA ¢ HE3HAKOMI[AMU.

15. OObsACHUTE [AeTsIM, 4YTO HeJb3s WCIOJb30BaTh CeTh JJIs XyJUTAHCTBA,
pacrnpocTpaHeHUs CIJIETEH UJIU YTPO3.

Boapacr geretli oT 13 10 17 JieT

B sTOM BO3pacTe MOJPOCTKH aKTUBHO HCIIOJIB3YIOT IIOUCKOBBIE MAIIUHBI, ITOJIB3YIOTCS
BJIEKTPOHHOU IOYTOH, CIIy:k0aMu MTHOBEHHOTO OOMEHA COOOIIEHUSMH, CKaYUBAIOT
My3BIKy U GUIbMBI. MasbuyuKkaM B 3TOM Bo3pacTe OOJibIlle IO HPaBy CMETaTh BCE
OTPAHUYEHUSI, OHU KAKAYT IPydOOro I0MOPa, a3aPTHBIX UTP, KAPTHHOK 7715 B3POCJIBIX .
JleBOUKU TMpeAIlouuTaoT oO0maTtbcd B Yarax, I[PU 5TOM OHHU Topaszfo Oosee
YyBCTBUTEJILHBI K CEKCYaJIbHBIM JJOMOTATEIhCTBAM B IHTEpHETE.

3aJyacryio B JaHHOM BO3pacTe POAUTENIAM yKe BeChbMa CJIOXKHO KOHTPOJIUPOBATh CBOUX
neTel, Tak kKak 00 IHTepHeTe OHH y:Ke 3HAIOT 3HAYUTEIHLHO OOJIbIIIE CBOUX POAUTENIEN.
Tem He MeHee, He OTIIycKaiiTe JieTeil B "cBOOOjHOe maBaHue" 1Mo LVIHTepHeTY.
CrapaiiTech aKTUBHO y4acTBOBaTh B 00IleHNU pebeHKa B VIHTepHeTe.

BaxxHo TmO-TIpeKHEMY CTpPOrO coOJoAaTh ImpaBuia HMHTEpHET-0€301acHOCTH -
coTJIallleHHEe MEK/Ty POAUTEAMU U IETbMU. KpoMe Toro, Heo6X0IMMO KaK MOXKHO Ualie
MMpOCMaTpUBaTh OTUYETHI O JlesATeJbHOCTH Jiereli B HHTepHere. CieyeT 0o0OpaTHTh
BHUMAaHHE Ha HEeOOXOJMMOCTh COJIEPKAHHUA POJAUTEIbCKUX TapoJiell (ImmapoJiei
aJIMIHUCTPATOPOB) B CTPOTOM CeKpeTe W O0paTUTh BHUMAaHHE HA CTPOTOCTh B3THX
rmapoJien.

CoBeThlI 110 0€30IIaCHOCTH B 3TOM BO3pacrte OT 13 110 17 JIeT



1. CozmaiiTe COHCOK JIOMAIIHUX IMIPaBUJI TocelleHus VIHTepHeTa NTpU Y4YacTUU
MOZIPOCTKOB U TpeOyliTe 0e3yCIOBHOTO ero BBINOJIHeHUsA. OO6roBoputre ¢ pebeHKOM
CIIMCOK 3allpelleHHbIX calToB ("J4epHBIH cIuCcOK'), 4yackl paboTbl B HHTepHere,
PYKOBO/ICTBO IO 0011ieHH0 B VIHTepHETe (B TOM YHCJ/IE B YaTax).

2. KoMmproTep ¢ MOAKIIOUEHWEM K ceTH VHTEpHET JO/KeH HaXOAUTHhCA B OOIIeH
KOMHAare.

3. He 3abbiBaiiTe OecesioBaTh ¢ AeTbMH 00 UX Apy3bsix B IHTepHETE, O TOM, YeM OHU
3aHATHI TAKUM 00pa30M, OYATO peub HAET O APY3bsX B PeIbHOM KU3HH. CrparnnBanTe
0 JIIOZSIX, C KOTOPBIMHU JIeTH OOIIAIOTCA IOCPEICTBOM CJIY:K6 MIHOBEHHOTO OOMeHa
COOOIIEHUAMU, UTOOBI YOETUTHCS, UTO STU JIFOJH UM 3HAKOMBI.

4. I/ICHOHBBYﬁTe cpeacraa 6J'IOKI/IpOBaHI/I}I HEeXeJIaTeJIbHOT'O KOHTEHTAa KaK JOIIOJTHEHHE K
CTaHAAPTHOMY PO,HI/ITeJIbCKOMy KOHTPOJIIO.

5. Heobxogumo 3HaTh, KaKUMH 4YaTaMU IOJIB3YyIOTCA Bamm getu. IloompsiiiTe
HCIIOJIb30BaHWE MOJIEPHPYEMbBIX YaTOB W HaCTaWBalTe, YTOOBI JIETH He OOIIAIUCh B
MIPUBATHOM PeXUMe.

6. HacrauBaiiTe Ha TOM, YTOOBI IETH HUKOT/IA HE BCTPEYAINCH JIUYHO C IPY3bsIMH U3 CETH
WNHTepHer.

7. [Ipuyuure faeTeli He BbIIABATh CBOIO JIMUHYI0 HH(POPMAIUIO CPEeICTBAMU 3JIEKTPOHHOMN
MIOYTHI, YaTOB, CHCTEM MTHOBEHHOTO 0OMeHa COOOIIEHUSAMH, PETUCTPAIIMOHHBIX (GOPM,
JINYHBIX Tpoduiel U IpU perucTpany Ha KOHKypchl B IHTepHerTe.

8. [Ipuyuure feTel He 3arpy»kaTh IIporpaMmebl 6e3 Bairero pazperrerus. O0bsSICHUTE UM,
YTO OHU MOTYT CJIy4aiHO 3arpy3UTh BUPYCHI WX APYTrOe HeKelaTeIbHOE POrPaMMHOe
obecneueHue.

9. Ilpuyuure Bamero pebenHka cooOmaTh BaM O JIIOOBIX Yrpo3ax HJIN TPEBOrax,
cBsA3aHHBIX ¢ VHTepHeTOM. HamoMHuTe /eTsiM, YTO OHM B 0GE€30IaCHOCTH, €CJTH CaMH
pacckasaim BaM, O CBOMX yrpo3ax WM TpeBorax. [loXBajuTe UX U MOCOBETYHTE TOIONUTH
elre pa3 B MOJIOOHBIX CIIyJasiX.

10. Pacckaxkute getsaMm o nopHorpaduu B MHTepHeTe. IloMorute MM 3alIUTUTBCA OT
cmtama. HayuuTe mOApPOCTKOB He BbIJjaBaTh B VIHTEepHETe CBOEro peajibHOTO
2JICKTPOHHOTO ajipeca, He OTBeYaTb Ha He)KkesaTesbHble IIMCbMa U HCIIOJIb30BaTh
crernajbHble IOYTOBbIE (DUIBTPHI.

11. [Tpuyuure cebsi BHAKOMUTHCA C CAUTaMH, KOTOPbIE ITOCEIIAIOT ITOIPOCTKU.

12. HayuwnTe /ieTeli yBakaTh APYTHUX B HHTEPHETE. YOEAUTECh, YTO OHU 3HAIOT O TOM, UTO
IpaBUJIa XOPOIIIETO MTOBEEHNS JIENCTBYIOT Be3/le - Jake B BUPTyaJIbHOM MUPE.

13. O0bsaACHUTE AE€TAM, 4YTO HH B KOE€M CiIyda€ HEJ/Ib3d HCIIOJIb30BaTb Cetpb JAJIA
XyJIMTaHCTBaA, paCIIpOCTpaHEHUA CIIJIETEH UJIN YI'PO3 APYI'UM JIIOAAM.

14. O6CYHI/IT6 C IIOAPOCTKaMU HpO6]IeMI)I CETEBbIX a3aPTHBLIX UT'D U UX BO3MOKHBIN PHUCK.
HaHOMHI/ITe, 4YTO JE€TH HE MOT'YT UT'PATh B STU UI'PbI COIVIACHO 3aKOHY.

[TocTOSIHHO KOHTpOJUpYHTEe HucIoab30BaHUe MHTepHeTa Bamum pebenkom! to He
HapyllleHWe ero JIMYHOI'O IIPOCTPAHCTBA, a Mepa IPEeAOCTOPOKHOCTU U IPOABJICHUE
Barmeir poauTeIbCKON OTBETCTBEHHOCTH U 3a00THI.
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